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Setting Up Permissions for Oauth based SMTP
Log in to the Azure portal and create a new application by following the steps mentioned in the below article:

Quickstart: Register an app in the Microsoft identity platform - Microsoft Entra.

Setting Up Permissions for Sending Emails

1. In the newly created application, click the Required permissions link to navigate to the Required Permissions pane.1.

2. Click Add > Select an API > Microsoft graph > Select.2.

3. In the Enable Access pane that is displayed, perform the following:3.

a. Under the Application permissions category, select Read and Write directory data.a.

b. Under the Delegated permissions category, select “Read and Write directory data”,” Send email as any user” and “Accessb.

the directory as the signed-in user”

In case of Microsoft Graph:

The following permissions are required to be set for Application permissions:

• Directory.ReadWrite.All•
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• Mail.Send•

The following permissions are required to be set for Delegated permissions:

• Directory.AccessAsUser.All•

• Directory.ReadWrite.All•

4. Grant the admin consent for each permissions.4.

5. After granting permissions, click Select located at the bottom of the page, and then click Done to save the changes.5.

Note

As Azure Active Directory Graph is deprecated, granting admin consent for the Microsoft Graph alone is sufficient.

Setting Up Permissions for Receiving Emails (Actionable Email)

Following are the permissions required to read the mailbox messages.

Assign the required permissions in Azure AD by following the steps mentioned in above section. The following permissions are

required for reading emails.

• Mail.Read•
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• Mail.ReadBasic•

• Mail.ReadBasic.All•

• Mail.ReadWrite•

• Mail.Send•

• MailboxSettings.Read•

• MailboxSettings.ReadWrite•

• Calendars.Read•

• Calendars.ReadWrite•

• Contacts.Read•

• Contacts.ReadWrite•

Parameter Description

Client ID Specify your client id as it uniquely identifies your application in the Microsoft identity platform.

Client Secret Specify the client secret to exchange an authorization code for a token.

Tenant Id Specify the tenant id.

User ID
Specify the id of the user.
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Parameter Description

Make sure that this user is present and active in Azure AD.

Email Address Specify the email address of the user.

Note

For successfully authorizing the Oauth setup, a token is generated. Use this token for completing the authorization. In case if the

generated token fails, regenerate the token from Azure AD portal again and replace the client secret in EIC SMTP configuration

and try to re-trigger the notification. The authorization error is also displayed for reference in the logs section.
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